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Direction of Arrival Deception With
Time-Modulated Scatterers

V. Kozlov , D. Vovchuk, Graduate Student Member, IEEE, and P. Ginzburg, Member, IEEE

Abstract— Modern radar systems can detect targets with high
accuracy and are even able to classify them remotely. Their
continuous advance is inevitably met with developing radar
countermeasures, where passive radio-silent countermeasures
begin to prevail over active jamming approaches. The direc-
tion of targets in respect to a radar system can be deduced
from the correlation between the sampled phases in different
antennas forming a receiving array. By breaking this coherent
relationship, it is possible to cause the radar to estimate the
wrong direction of arrival, deceiving it into concluding the object
is elsewhere. A method for achieving this by controlling the
reflected phase from a time-modulated scatterer is presented
both theoretically and experimentally, showing suitability for
implementation via time-dependent metasurfaces, supporting a
semi-passive (battery-assisted) mode of operation. The method is
also well suited for long range angular deception, complementing
‘cross-eye’ jamming techniques that are most effective at short
ranges. We demonstrate control over the radar-perceived angular
location of the static concealed target, with proven ability to steer
the direction of arrival on demand by over 5 degrees away from
its true angular position regardless of range. Remarkably, this
new type of electronic countermeasure works better with increas-
ing radar bandwidth, turning its strength into an exploitable
weakness.

Index Terms— Radar countermeasures, electronic warfare,
ECM, ECCM, time dependent metasurface covers, DOA decep-
tion.

I. INTRODUCTION

MODERN radar systems are an integral part of virtually
any sensing application [1], [2], [3], [4], [5], [6], [7]

and are expected to continue playing a major role in fused
sensory networks. Their ubiquitous nature stems from their
relatively low electromagnetic operational frequency which
can penetrate fog, foliage, and other obstructions that com-
plicate observation with optical and sonic devices alike. Yet it
was exactly their tremendous success and widespread use that
ushered a race for electronic countermeasures (ECM) to evade
detection, which soon found themselves the target of counter
countermeasures (ECCM) and so on in apparent perpetu-
ity [8], [9], [10], [11], [12], [13]. Stealth technologies emerged
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with the aim of minimizing the signatures of targets [14], [15],
providing a passive solution to avoiding detection. But even
for very absorbent materials and carefully crafted geome-
tries, the standoff distance could only be reduced so much,
with multi-static radars still posing a considerable challenge.
To overcome these issues and to provide solutions in cases
where radar scattering suppression strategies are not applica-
ble, jamming measures keep developing and advancing. The
traditional active jamming strategy relies on transmitting noise
toward the radar to reduce its signal-to-noise ratio (SNR),
diminishing the minimal range of detection at the expense
of radio silence. Spoofing methods keep developing to sup-
plement active jamming, with chaff decoys being the simplest
example, designed to create false “ghost” targets on the screen
of the investigating radar [16], [17], [18], [19], [20], [21], [22].

More advanced spoofing methods introduce repeaters that
control the signatures on the reflected echoes, delaying them
in time and imprinting false Doppler shifts which cause
the radar to deduce the wrong trajectory and location of
targets [23], [24], [25], [26]. So-called “Cross-eye” techniques,
implemented by placing synchronized coherent repeaters at a
distance from each other, deform the scattered phase fronts
thus deceiving the radar into concluding the wrong angular
location of the target at short ranges [27], [28], [29], [30], [31].
The main shortcoming of such methods stems from their
inability to suppress the reflection from the target itself.
Instead, the echo is superimposed with an amplified spoofed
reflection from the repeater, thus attempting to cause the
radar to track the more prominent ghost. It was not long
for spoofing ECM to come under scrutiny from ECCM
signal processing [32], [33], [34], severely challenging its
effectiveness and continuing the apparently endless cycle
of measures and countermeasures. Recently metamateri-
als and metasurfaces had been the focus of concentrated
efforts to shape scattered waves from the targets them-
selves, enabling novel pathways to passive stealth capabilities
[35], [36], [37].

Today, time-dependent control over the properties of meta-
materials is introducing a new degree of freedom to the
problem of detection evasion and radar deception. By carefully
controlling the temporal scattering properties, it was shown
possible to imprint arbitrary signatures on the backscattered
reflections [38], [39], [40], [41], [42], [43]. These new designs
promise to achieve similar performance to that of repeaters
without suffering from their main drawback, the reliance on
superimposed echoes, by effectively transforming the body of
scatterers into a repeater in itself.
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Fig. 1. Illustration of the proposed deception concept. A radar observing
a drone with and without a metasurface cover (a) The drone without cover
is detected. (b) Dynamic control of the scattering properties from the drone
conceals its true angular location from the investigating radar.

While in the vast majority of deception scenarios range and
Doppler are targeted, angular information is just as impor-
tant for surveillance. However, direction of arrival (DOA)
deception strategies are extremely challenging with only few
ever reported in the literature [27], [28], [29], [30], [31].
The fundamental physical reason for this is that within a
good approximation, most targets are essentially point like
scatterers, generating a spherical-like outgoing wave. The
wavefront at a large distance approaches a plane wave with
respect to an investigating radar antenna array regardless of
the geometric shape of the scattering body. To overcome this
limitation, cross-eye jamming places two coherently synchro-
nized repeaters at relatively large (greater than the wavelength)
distance from each other. This solution becomes less effective
for subwavelength scatterers, as can be the case for drones as
an illustrative example. To achieve DOA deception for small
targets an additional degree of freedom is required by employ-
ing time-dependent control over scattering properties of the
reflecting target. Here a novel method for the DOA deception
with time-dependent targets is proposed and demonstrated.

Fig.1 illustrates the scenario, where a target (a drone as an
example) is shown with and without a time-modulated cloak
while being observed by the same radar system. The concealed
drone in Fig1(b) modulates the backscattered echoes phase in
such a way that it appears to arrive from an entirely different
direction than it truly is.

The manuscript is organized in the following way. First,
a theoretical derivation of the proposed deception concept
is performed. Then an experiment in the anechoic chamber

Fig. 2. The concept of direction of arrival deception by time-modulated
scatterers. An array of receivers is observing (a) standard target, reflecting a
plane wave towards the radar and (b) a time-modulated target, which controls
its phase in such a way that the coherent relation between the phases of the
receiving antennas is broken, concealing the true angular location of the drone.

is conducted, showing that it is indeed possible to deceive
the radar into concluding the wrong direction of arrival on
demand. The ‘Outlook and Conclusion’ section follows com-
paring the advantages and disadvantages of the method to
cross-eye jamming.

II. THEORY

Consider a radar (ultra-wideband applications are outside of
the scope of this manuscript) with a one-dimensional uniform
array of antennas (non-uniform arrays will behave similarly)
separated by a distance d, as depicted in Fig.2(a). For standard
scattering objects, such as exemplified by the drone, the
backscattered wave reaches the array at the far field, with
the wavefront well approximated by a plane wave. The peaks
of the impinging wave are marked by the blue equal-phase
lines, separated by a distance comparable to the wavelength λ.
This scenario is akin to the intuitive analogue in water waves,
where direction of arrival can be determined by the phase delay
between the rising time of floating buoys. If all the buoys rise
at the same time, the wave must be arriving from the front
(θ = 0), while any other delay between the rise times has
a one-to-one relation to the DOA. The complex field phasor
at the location of the nth (n = 0, ±1, ±2 . . .) antenna can be
written as:

En ∝ |0|e− j
(

nkd Sin(θ)+̸ 0
)
, (1)

where ̸ 0 is the phase of the reflection coefficient of the
scatterer and |0| is its amplitude, while k =

2π
λ

=
ω
c is the

free space wavenumber, ω the carrier frequency of the radar
and c the speed of light.

The form of Eq. 1 suggests that detecting the direction of
arrival is possible by Fourier transforming the vector of n sam-
ples and relating the largest output ‘frequency’ to the DOA.
While this is the straightforward approach, extensive research
was conducted in the field of signal processing, allowing to
sample non-uniformly and sparsely, surpassing the resolution
and accuracy achievable by the naïve approach by employing
algorithms such as multi-signal classification (MUSIC) and
others [44], [45]. It’s interesting to note that DOA estimation
can be achieved with time-dependant metasurfaces that avoid
the need for numerous receiving antennas and their associated
costly radio frequency (RF) chains [46], [47], [48], [49], [50].
No matter what method of detection is used, Eq. 1 remains
the basis for all, seeing as there is a deterministic correlation

Authorized licensed use limited to: TEL AVIV UNIVERSITY. Downloaded on June 10,2023 at 20:00:48 UTC from IEEE Xplore.  Restrictions apply. 



92 IEEE TRANSACTIONS ON RADAR SYSTEMS, VOL. 1, 2023

between the phases in the different locations of the array-
sampled space. To break this correlation, a time-modulated
scatterer is required, one that can switch its reflected phase
fast enough to decorrelate different receiving elements of
the array, as shown in Fig. 2(b). The dashed blue lines
represent the wavefronts reflected from the regular scatterer
as in Fig. 2(a), while the orange lines represent the time-
dependent wavefronts, with the peaks no longer having equal
distance between them. In such a scenario the form of Eq. 1
remains, substituting 0 → 0(t).

While fast random switching of the reflected phase will
achieve the result of decorrelating the receivers, the required
modulation will inevitably require fast changes on the order of
the carrier frequency, which will place the reflected waveform
well outside of the operational bandwidth of any reasonable
radar system. While this can help concealing the target, the
fast modulation will also cause the target to radiate by itself,
making it visible to any passive radar devices. Instead, a slower
harmonic modulation may be performed to retain radio silence:

0(t) = e− j�t , (2)

where � can be positive or negative to reflect increasing
or decreasing linear phase modulation respectively. Note that
the amplitude of the reflection coefficient remains constant
in time, as will be the case in the experiment ahead, where
high-grade broadband phase-shifters have been used. In case
of narrow band resonant metasurfaces, the amplitude can
become frequency-dependent. Substituting Eq. 2 into Eq. 1 and
considering the phase difference between adjacent antennas
leads to:

1φ =

(
1 +

�

ω

)
kd Sin(θ). (3)

Eq. 3 reduces to the standard phase difference in classical
linear antenna arrays when � = 0, allowing to derive the
relation between the real DOA θreal and that which will
be estimated by an unsuspecting algorithm (please see the
discussion ahead about this assumption):

θestimated = Sin−1
(

1φ

kd

)
= Sin−1

((
1 +

�

ω

)
Sin(θreal)

)
. (4)

Eq. 4 clearly suggests that a controllable error could be
introduced into the DOA estimation of the investigating radar,
which will depend solely on the modulation frequency � of
the reflecting time-modulated target. It should be noted that
considerable modulation is required in this case. Performing
a linear approximation of Eq. 4, under the assumption of near
normal incidence (θreal ≪ 1[rad] and even for larger angles
as a reasonable approximation) results in a simple expression
for the DOA error:

1θ = |θestimated − θreal |≈
�

ω
θreal , (5)

suggesting that exceeding an error by a few degrees can require
the modulation frequency to be above 5% of the carrier wave.
Since 10% bandwidth around the carrier is fairly common for

radar systems (e.g., L-band airport surveillance), the proposed
method is practical in real life scenarios. The final point to
consider for real radar systems is the effect of this deception
on the Doppler velocity perceived by the radar.

At first glance, it might appear that the high frequency shift
� caused by the harmonic modulation in Eq.2 can be used to
reveal that the proposed DOA deception method is being used
as a countermeasure. Observing high Doppler shifts, which
cannot be related to velocities of realistic objects in a scene,
arouse suspicion. However, since the frequency shift of the
carrier is still within the bandwidth of the radar, it will be
folded by the sampler into the Doppler domain defined by its
pulse repetition frequency (PRF). By choosing the modulation
frequency � as a (large) even integer of the PRF, the Doppler
frequency can be made to vanish entirely, causing the target to
appear static. By choosing some other modulation frequency
the time modulated scatterer can be made to appear at arbitrary
Doppler velocity. Note that in the experiment shown ahead the
modulation frequencies are in the range of tens of MHz while
Doppler velocities are orders of magnitude lower.

While using staggered pulses (alternating PRF sequences)
could help resolve some of the Doppler ambiguity, resolving
the very large frequency shift proposed here (above 5%
from the carrier frequency) would require extreme alter-
ation of the PRF, which is hard to implement in any prac-
tical radar system, making the proposed DOA deception
method suitable for integration with Doppler deception tech-
niques [38], [39], [40], [41], [42], [43]. As a side note,
it is possible to counter the proposed deception technique
by implementing an analogue frequency measurement block
that will correctly deduce that a large carrier frequency shift
is occurring. Finally, the proposed shift will inevitably cause
some of the radar waveform to remain outside of the radar’s
bandwidth, meaning that matched filters will lose some SNR
as well as add deformation to the output. The larger the
frequency shift � is, the more distortion will be inflicted on
the matched output.

However, bandwidth is only a figure of merit that promises
some acceptable attenuation in that band, it does not com-
pletely filter out nearby frequencies, suggesting it is reasonable
to expect that even a large shift by an amount of half the
bandwidth (� =

B
2 ) would still be detectable. This allows to

place an upper bound on the DOA error that can be achieved
using the proposed method:

1θmax≈
B

2ω
θreal . (6)

III. EXPERIMENT

To validate the theoretical results described above, an exper-
iment was conducted in the anechoic chamber as shown in
Fig. 3. A continuous wave (CW) radar was assembled with
the carrier frequency of 820MHz, consisting of a transmit-
ting UHF log-periodic antenna (CLP5130-2) directed at the
time-modulated scatterer, as well as a 4-element uniformly
spaced antenna array (d =

λ
2 = 183 mm) that recorded the

reflected echoes. Signals on the two central antennas were
directly sampled by a scope (Keysight DSOX3104T) while
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Fig. 3. The experimental setup in the anechoic chamber, a CW radar is
interrogating the time-modulated scatterer. The DOA system is realized with
two antennas - a transmitting log-periodic antenna and receiving a 4-element
uniform antenna array. The schematic inset shows the electronics of the
scatterer, comprising identical receive and transmit horn antennas. The inset
shows the schematic makeup of the scatterer, comprised of a delay line,
bias-controlled phase shifter, and amplifier, which allow for dynamic arbitrary
reflected phase control.

the peripheral two antennas located on the sides of the array
were loaded with 50 Ohm terminations for better matching
of the receivers. The time-modulated scatterer that is shown
in Fig. 3 was constructed from a pair of identical antennas,
one receiving and the other transmitting, with a phase shifter
placed in between as seen in the inset to Fig. 3.

The phase shifter was controlled by an RF vector modulator
(AD8340), capable of arbitrary dynamic phase control over
more than 60MHz bandwidth, which was followed by an
amplifying stage to compensate for losses. The control over
the phase of the RF vector modulator was performed with an
arbitrary function generator (Keysight 81160A), which was
configured to create harmonic modulation as in Eq. 2. The
receiving array was placed on a rotating table, allowing to
control the true DOA of the target. It is worth noting that a
single impedance-modulated scatterer (without an amplifying
unit) can be used. Here we used its replica to reduce the
design complexity and also to avoid a need to send high-power
signals, which are restricted by laboratory and regulatory
arrangements.

The experimental setup was first calibrated by recording
the phases at the receivers for a forward-facing scatterer
(θreal = 0) with its modulation frequency set to 0Hz (no modu-
lation). In this case, the phase difference between the receivers
is expected to be 0 for perfectly calibrated instrumentation,
however, the various lengths of connecting cables and other

Fig. 4. Demonstration of control over the perceived direction of arrival of
the time-modulated target. By controlling the modulation frequency of the
reflected phase from the object, it may appear to the radar in a different
direction than it truly is, with increasing modulation frequency and true
angular location increasing the error. Insets zoom in on regions of interest.

equipment in the receiver can cause a phase shift between
the channels. Calibration is therefore simply performed by
subtracting these measured values from all subsequent mea-
surements at each antenna (φ → φ − φcalib). The experiment
was conducted by rotating the receiving array by 10-degree
steps from −50 to 50 degrees, estimating the DOA using the
calibration and Eq. 4 (substituting � = 0, which corresponds
to an unsuspecting radar system anticipating echoes to not be
significantly shifted in frequency).

The experiment was repeated by performing positive and
negative modulations of 30 and 60 MHz, where the sign
corresponds to increasing or decreasing phase modulation as
in Eq. 2. The results are shown in Fig. 4, showing excellent
agreement between the theoretical prediction in Eq. 4 and
experiment. Over 5 degrees of DOA at the edges of the sam-
pled parameters (� = ±60M H z, θreal = ±50[deg]). Indeed,
a linear relationship can be observed between the real and
estimated DOA, with the slope proportional to the modulation
frequency, demonstrating steerability of the perceived DOA by
modulation of the time dependent scatterer.

IV. OUTLOOK AND CONCLUSION

A novel direction of arrival deception method was demon-
strated, enabled by dynamic control over the scattering prop-
erties of the time-dependent target. In particular, upwards
of 5 degrees of steerable angular errors were demonstrated
for a radar system, possessing a relatively high yet practical
bandwidth of about 10% around its central carrier frequency
(note that while the effectiveness of the method increases with
bandwidth, there is no objective threshold).

While cross-eye jamming successfully deceives DOA at
a short distance, the proposed method can work well at an
arbitrary range to the target radar, supporting the use of both
methods in a complementary fashion. Additional advantages of
the method include complete spherical coverage, which does
not require any knowledge about the deceived radar location
or modes of operation (aside from operational bandwidth).
Seeing as this method is particularly appealing for integration
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with metasurface coatings, we expect future implementations
of such covers to be designed based on the principles out-
lined in the presented method, where phase control will be
achieved on demand. Additional consideration should be taken
when concealing large objects, ensuring the scattered field
in the desired direction (location of the investigating radar)
is correctly added coherently from all the various scattering
centers. The limitations of the method are primarily dependent
on the bandwidth of the observing radar. Remarkably, the more
broadband a radar is, the more susceptible it will be to such
deception, as shown in Eq. 6. While the method does not
require knowledge of the direction of the interrogating radar
to counteract it, its angular position will determine how much
error will be introduced, as described by Eq. 5. Additional
considerations are the PRF of the investigating system, which
are frequently staggered (alternate) in order to remove Doppler
and range ambiguities. Staggered pulses reflected from such
a time-dependent scatterer will cause alternating Doppler
frequencies associated with the target, however, it will likely
be resolved by the system simply as the closest reasonable
one above the Nyquist velocity. While this can still make the
target appear somewhat fast to the radar, this can serve to
further confuse its tracker, which will struggle to make sense
of the discrepancy between the fast expected velocity and the
much slower actual range rate of the target.

The reported method can be implemented alongside pre-
viously reported deceptions with time-dependent scatterer,
allowing to present arbitrary range and velocity to the inter-
rogating radar, accounting for the entirety of the available
degrees of freedom measurable by such systems. It is also
worth noting that deceiving multiple parameters simultane-
ously, even if a real object is not replaced by a coherent
ghost target, makes ECCM algorithms face sever challenges,
especially in cases where real-time operation is demanded.
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